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Introduction 
 
 
Fueled by advances in technology and widely-recognized business benefits, many organizations 

today are moving to cloud-based applications and infrastructure as a service. This shift, coupled 

with an explosion in mobile computing, means IT admins must accept the responsibility and 

address the risks of consolidating and managing end user credentials. Furthermore, they must 

ensure continued productivity gains by supplying those users with single sign-on (SSO) for 

streamlined access to business-critical apps from any location, on any device, at any time. 

But most importantly, IT admins must ensure the integrity and security of their users’ 

credentials. They must be acutely aware of how data is transmitted, stored, managed and 

secured by the cloud-based services they use. And cloud-based services must, in turn, be as 

transparent as possible in sharing with their customers the steps they are taking, the 

procedures they follow, the technologies they leverage and the standards and certifications 

with which they comply in order to safeguard their clients.  

 

The Idaptive Next-Gen Access Cloud is the collective name for Idaptive’s cloud-based 

management services. The Idaptive Cloud consists of the two categories of services 

Application Services and Endpoint Services, that are built on top of, and deeply integrated 

with a core set of platform services.  Application Services includes all the capabilities related 

to securing access to applications and the configuration, data and insights that they offer.  

Endpoint Services includes all capabilities related to securing access to and from endpoints, 

such as MacBook, tablets, PCs and mobile devices. 

 

The core set of services include: 
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• Directory Service: this includes the Idaptive Cloud Directory and other capabilities to 

integrate with other directories such as AD, LDAP, Google Cloud Directory, etc. 

• Policy Service: this includes a common framework for policy authoring, management, 

decisions and enforcement. 

• Federation Service: this includes framework and libraries for SAML, OpenID Connect, 

OAuth 2.0 and such other services. 

• Workflow Service: this includes a flexible workflow service that enables application 

and endpoint services related to access certification and approvals, etc. 

• Reporting Service: this includes a reporting infrastructure and a query service that 

enables the flexible design and development of reports based on the event data 

• MFA Service: this includes the support for a variety of authenticators that can be 

leveraged for 2-factor authentication across apps, endpoints, servers, network devices 

and such. 

 

Along similar lines, the Application Services include: 

• Single Sign-On 

• Adaptive Multi-Factor Authentication for App Access 

• Provisioning & Lifecycle Management 

• App Gateway 

 

Endpoint Services include: 

• Device (endpoint and mobile) Management 

• Adaptive MFA for Endpoints 

• Mobile App Management 

• Smartcard & Derived Credentials 
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Figure 1: Overview of the Idaptive Next-Gen Access Cloud 

 

This document describes how the Idaptive Cloud and the Microsoft Azure and Amazon Web 

Services platform-as-a-service foundations of the Idaptive Cloud are designed for security, data 

protection, availability and fault tolerance. These technologies are coupled with a company-

wide commitment to operational excellence and respect for customer data which is backed by 

certifications and accreditations for validated regulatory compliance.  

 

The end result is a complete cloud-based trusted identity management system that covers all 

types of users in an organization, all types of devices and applications, and both on-premises 

and mobile scenarios. 

 

Idaptive is in the final stages of getting formal certifications for compliance standards such as 

SSAE 16 SOC2 Type II, FedRAMP and Privacy Shield. Idaptive is also in the early stages of 
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acquiring ISO 27001. These, combined with Microsoft Azure’s and Amazon Web Services’ 

platform security certifications ensure the greatest level of trust in the Idaptive Cloud offerings.  

 

Commitment 
 

Idaptive believes customer data security and data privacy begin with an organizational 

commitment to enforcing defined internal business processes and adherence to international 

standards of security best practices. Security awareness is ingrained in the fabric of the Idaptive 

culture — from the CEO, investors and executive management team to every employee, 

contractor and vendor involved in providing the Idaptive Cloud. All employees and contractors 

pass a background check and are required to take Security Awareness Training upon being 

newly hired and on an annual basis.  

 

Idaptive’s Chief Information Security Officer (CISO), Chief Financial Officer (CFO) and Security 

Steering Group meet on a regular basis to discuss maintenance and possible improvements in 

the information security management that govern overall security procedures. The CISO has 

ultimate authority for approving and managing the security and related availability and 

confidentiality controls and procedures in place at Idaptive. 
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Accountability 
 

Over 2,000 customers trust Idaptive identity management across their data centers, devices, 

and cloud applications. Idaptive takes that trust seriously and is committed to helping 

customers bolster their identity-based security.   
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The Idaptive Architecture 
  

Security, Safety and Trust are the foundational pillars of Idaptive’s Cloud Architecture.  This 

section details how the cloud is architected to achieve a true trusted platform. 

 

The following diagram illustrates all the services and components that make up the Idaptive 

Identity Cloud.   

 

 
 
Figure 1: Component architecture diagram of the Idaptive Identity Cloud 
 
The Idaptive Identity Cloud consists of services that have been designed as cloud-first.  These 

services are hosted in the Idaptive infrastructure as a service on Microsoft Azure or Amazon 

Web Services.  The Idaptive Cloud Connector acts as a secure connection between various on-

premises services and the Idaptive Cloud services. With this comprehensive architecture, 
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Idaptive can provide complete identity and access management services across both on-

premises platforms and mobile devices outside the firewall. The Platform can be used with 

existing Active Directory, LDAP infrastructures or use Idaptive’s cloud-based directory or a 

combination of those directories.  The Idaptive solution set also includes agents that can be 

deployed on endpoints such as windows workstations and MacBook devices, and the Idaptive 

app that can be deployed on iOS and Android devices. 

 

Idaptive Cloud Infrastructure 
 
Idaptive operates a highly secure infrastructure consisting of multiple “Pods” across the 

Microsoft Azure and Amazon Web Services platform. Each Pod is developed and operated by 

Idaptive and each Pod’s current operating status and maintenance window is published on the 

Idaptive website. 

 

Each Pod is capable of hosting multiple tenants and can handle hundreds of thousands 

simultaneous users. Pods are massively scalable and the number of Pods can grow as demand 

increases.  The Pod infrastructure consists of redundant web, cache and worker servers. The 

communication between servers within the Pod is managed and load balanced over a private 

high-speed network within the Pod.  Larger companies can request a dedicated Pod to ensure a 

specific service level appropriate for their business. For companies that require enormous 

scalability, a “Podscape,” or a collection of multiple Pods managed by a master Pod responsible 

for routing users to their respective Pods, can be provided. Within any given Podscape, naming 

convention uniqueness is maintained to ensure that users can only be routed to their unique 

Pods.  
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Pods and Podscapes operate across a number of data center locations around the world (as 

shown in Figure 3) to support world-wide deployment, simplify user access regardless of region 

and to ensure that all customer data is held in the same region as the customer organization. 

 

 
Figure 3: Idaptive’s Cloud Infrastructure Footprint – current and planned 

 

Idaptive Next-Gen Access Platform 
 
The platform provides common services across both the Application Services and the Endpoint 

Services offerings.  
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The Idaptive Next-Gen Access Platform acts as a client to a customer’s internal Active Directory 

or LDAP system and uses strong encryption to ensure user data remains secure. With Idaptive, 

Active Directory and LDAP data remains protected within the customer’s environment without 

requiring replication to the cloud. Idaptive simply accesses Active Directory or LDAP data in 

place and, while some minimal amount may be cached for performance reasons and faster 

access, it is meticulously protected. Credentials are never cached for security reasons.  In 

addition, no user data is cached or stored on users’ mobile devices or within any browser. 

Idaptive customer data is at all times uniquely encrypted with AES 256-bit encryption, and, 

while in transit and at rest, cloud hosted data is encrypted with HTTPS mutual authentication.  

When stored in Microsoft Azure storage, customer data is encrypted with the customer’s 

unique encryption access key. The customer’s encryption keys are encrypted with a Pod Master 

Key and stored in the Pod configuration database, away from the Microsoft Azure database. 

Only Idaptive operations has access to the Idaptive maintenance tools which can only be used 

to access customer data where required to provide service for our customers under strictly 

controlled and audited conditions that are certified under SOC2.  

 

Idaptive Directory Service 
 

A unique capability of the Idaptive Service is the ability to choose where to store the directory 

— either on-premises (within corporate control), in the cloud, or a combination of both. 

Idaptive integrates the Idaptive Cloud with Active Directory or LDAP without breaching the 

corporate firewall or adding devices in the DMZ. Unlike other solutions, Idaptive does not add 

the security risk of duplicating Active Directory or LDAP records into the cloud, and thus 

maintains an organization’s identity inside its on-premises directory service (Active Directory or 

LDAP). The Idaptive Cloud’s live connection to Active Directory or LDAP, with automatic load 
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balancing and failover, ensures that Active Directory and LDAP data is highly available and kept 

safe and in corporate control.  

 

The Idaptive Directory Service can optionally store external users’ identities in the cloud if 

customers do not have Active Directory or LDAP or want to extend applications to external 

users (such as customers, contractors or partners) who are not located on-premises. 

In addition, the Idaptive Directory Service uniquely unifies cloud app and mobile management 

into an enterprise cloud service. Idaptive leverages identity to secure and manage users’ access 

to applications from any device, regardless of location. 

By leveraging a single identity across cloud, mobile and onsite apps, users get a single username 

and password across all the apps they access for work and IT can enforce consistent access 

policies based on user identity. 

 

Idaptive Policy Service 
 

The Idaptive Policy Service is a cloud service to enroll devices, detect jailbroken devices, 

remotely lock or wipe devices and manage hundreds of settings for iOS, Android, Samsung and 

Mac devices. The Policy Engine can leverage the Connector service for a live connection to 

Active Directory to extend the power, familiarity and flexibility of Active Directory group policy 

or the Policy Engine can optionally be run entirely from the cloud without the requirement for, 

or dependence on Active Directory. You can control the security posture of your mobile 

devices, manage cloud and mobile apps and control access to your enterprise network and data 

from a fully integrated and cloud-based SaaS and mobile management service. The Policy 

Engine also allows the rich expression of authentication policies such as multifactor 

authentication and per-app access control.  The policy service stores all the policy information 

in a database, but also caches the data in a highly scalable and fast Redis cache.  The cache 
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allows the policy decision engine within the service to do fast lookups of policies, compute the 

decision associated with the policy and respond to the client or enforcement point.  

 

Idaptive Federation Service 
 
Idaptive’s Federation Service enables both in-bound federation as well as outbound federation.  

In-bound federation enables end users who are managed and whose identities are stored in 

third party identity providers to gain access to applications that may be managed by Idaptive.  

Similarly, outbound federation enables end users who are managed by the Idaptive IDP to gain 

secure access and single sign-on to third party service providers.  Idaptive supports a variety of 

standards and protocols for federation such as SAML 2.0, WS-Federation, OAuth2, OpenID 

Connect and WS-Trust. 

 

Idaptive Workflow Service 
 

Idaptive also flexible workflow service that powers many features within the service such as 

application access request workflows, endpoint enrollment workflows and such.   The service 

enables multi-level approvals, auditing and reporting, is also integrated with the Idaptive 

mobile app, and supports time-bound approvals as well. 

 

Idaptive Browser Extension and Password Vault 
 

Idaptive also includes a password vault and a browser extension that leverages the password 

vault for authentication to single sign-on enabled applications (e.g., ones using SAML or 

Kerberos) as well as other web-based applications that only support a userid and password. 

These credentials, as well as a few other attributes such as GPS location coordinates, are stored 
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as special fields which are encrypted prior to storage within the customer’s encrypted storage. 

These web site specific credentials are only decrypted within the service and inserted into the 

browser for login to the appropriate site over an HTTPS connection. This special field encryption 

model ensures that access to the information can only be used for the intended purpose 

defined within the service and that data is protected for misuse or accidental exposure.  

Identity Service provides a user-friendly cloud portal for app, device and user management.  

Users get one-click access to all their apps from any device, as well as self-service tools.   

IT gets policy-based control plus automated provisioning and account management. 

Additionally, Idaptive’s Service can provide users with secured remote access to on-premises 

applications. 

Idaptive Cloud Connector 
 

The Idaptive Cloud Connector runs on a Windows host computer and provides several on-

premises connectivity functions for the Cloud Service on-demand, such as to provide secure 

access to Active Directory, LDAP, on-premises applications and endpoints. It also monitors  

Active Directory for AD object and Group Policy changes, which it sends to the Idaptive 

Platform to be used by various services such as to update policies on enrolled devices. 

The idaptive Cloud Connector is a secure and fault-tolerant access bridge between the Cloud  

Service and on-premises services without opening extra ports or adding devices to a customer’s 

DMZ. The Cloud Connector communicates over an HTTPS mutually authenticated outbound and 

persistent connection via a unique PKI certificate to the cloud service to ensure data in transit is 

secure. This also ensures traffic between the Idaptive Cloud and the Cloud Connector cannot be 

read by anyone, including the Microsoft Azure or AWS infrastructure. 
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Microsoft Azure Platform 
 
Operating the Idaptive Cloud on Microsoft Azure data centers means Idaptive customers reap 

the benefit of Microsoft’s cutting-edge security practices and unmatched experience running 

some of the largest online services around the globe. 

 

Microsoft Azure Design and Operational Security   
 
Hosted in Microsoft Azure, the Idaptive Cloud leverages Microsoft’s industry-leading best 

practices in the design and management of online services, including: 

• Security Centers of Excellence: The Microsoft Digital Crimes Unit, Microsoft Cybercrime 

Center, and Microsoft Malware Protection Center provide insight into evolving global 

security threats. 
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• Operational Security Assurance (OSA): The OSA program provides an operational security 

baseline across all major cloud services, helping ensure key risks are consistently mitigated. 

• Assume Breach: Specialized teams of security engineers use pioneering security practices 

and operate with an ‘assume breach’ mindset to identify potential vulnerabilities and 

proactively eliminate threats before they become risks to customers. 

• Incident Response: Microsoft operates a global 24x7 event and incident response team to 

help mitigate threats from attacks and malicious activity. 

 

Microsoft Azure Data Center Security Controls and Capabilities  
 

Microsoft Azure data centers provide additional levels of security around cloud applications and 

infrastructure, including: 

• 24-hour monitored physical security: Data centers are physically constructed, managed, 

and monitored to shelter data and services from unauthorized access as well as 

environmental threats. 

• Monitoring and logging: Security is monitored with the aid of centralized monitoring, 

correlation and analysis systems monitoring devices within the environment and providing 

timely alerts. Multiple levels of monitoring, logging, and reporting are available to provide 

visibility to customers. 

• Patching: Integrated deployment systems manage the distribution and installation of 

security patches. Customers can apply similar patch management processes for Virtual 

Machines deployed in Microsoft Azure. 
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• Antivirus/Anti-malware protection: Microsoft Anti-malware is built-in to Cloud Services 

and can be enabled for Virtual Machines to help identify and remove viruses, spyware and 

other malicious software and provide real time protection. Customers can also run anti-

malware solutions from partners on their Virtual Machines. 

• Intrusion detection and DDoS: Intrusion detection and prevention systems, denial of 

service attack prevention, regular penetration testing, and forensic tools help identify and 

mitigate threats from both outside and inside of Microsoft Azure. 

• Zero standing privileges: Access to customer data by Microsoft operations and support 

personnel is denied by default. When granted, access is carefully managed and logged. Data 

center access to the systems that store customer data is strictly controlled via lockbox 

processes. 

Security and Privacy 
 
Idaptive is committed to security, privacy and transparency. Idaptive believes that identity is 

the core of security, and that’s why Idaptive takes a default ‘deny and encrypt’ approach to 

data security and privacy.  

 

The Idaptive Cloud supports the privacy needs of every customer, from global Fortune 50 

banks, to international healthcare providers. Idaptive’s long-standing policy is to leave identity 

data where it is and access it when needed in order to secure user authentication operations. 

Each customer’s data is encrypted with unique 2048-bit tenant specific keys which are stored 

encrypted within the Pod by its unique key along with , Safe Harbor and other validations 

(final stages) as further proof of compliance. 
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Data Security 
 

Idaptive knows that data security is the most important part of any cloud service. 

Idaptive starts with an automated multi-tenant management system designed to fully and 

uniquely encrypt all data at rest and in transit for each customer. Then, Idaptive designed the 

solution to protect user identity by leveraging the customer’s existing user identities in-place, 

where they are stored without making any changes to the customer’s environment or security 

posture. Additionally, Idaptive’s cloud solutions are certified with annual third-party audits 

where Idaptive has maintained consistent SSAE16 SOC2 certification since launch. idaptive is 

also in-progress to achieve FedRAMP certification. 

 

Idaptive chose Microsoft Azure and Amazon Web Services as its hosting platform to gain the 

benefits of their enterprise expertise and secure platform as verified by their ISO 27001 and 

FedRAMP certifications. Idaptive then continuously monitors its services and incorporates the 

latest security innovations to ensure its customers can trust its cloud service. 

 

Multi-Tenant Management 
 

Idaptive operates a highly secure, multi-tenanted infrastructure consisting of multiple “Pods” 

across the Microsoft Azure and Amazon Web Services hosting platform worldwide. Each Pod 

is deployed and operated by Idaptive with its current operating status and maintenance 

window published on the Idaptive website. 

Idaptive operates across Microsoft and AWS data center locations around the world (as shown 

in Figure 3) to support world-wide usage, simplify user access regardless of region and to 

ensure that all customer data is held in the same region as the customer organization. 
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Customers choose each region in which they need services available and all data is kept within 

those regions to satisfy data security requirements.  

 

Tenant Data Security and Key Management 
 

Data security has been tightly integrated into the multi-tenant management system built on 

top of the Pod-based cloud infrastructure to ensure data security at rest and to minimize the 

potential for human access. All customer tenant data — both at rest and in transit — is 

encrypted.  

The Idaptive Cloud leverages three levels of PKI Certificates for authentication and encryption 

of Data at Rest and Data in Transit.  

• Level 1 - Master PKI Certificate: The Idaptive Cloud leverages a master VeriSign (2048 bit 

key) PKI certificate for system-wide TLS/SSL mutual authentication and encryption. 

• Level 2 - Tenant PKI Certificate: For per tenant authentication and encryption, the Idaptive 

Cloud creates a root Certificate Authority (CA) for each tenant. This tenant root CA is used to 

issue all certificates for the specific tenant.   

• Level 3 - Endpoint PKI Certificates for tenant devices: Certificates are used for mutual 

authentication between the Cloud Service and cloud connectors, mobile devices and other 

end points. These connectors, mobile devices and other endpoints are all issued a PKI 

certificate by the tenant CA (in Level 2). 
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Figure 4: Pod Master Certificate encrypting all Tenant Certificates which then 
are used to encrypt all data and create endpoint certificates 

During the tenant creation process for a customer, each new tenant is provisioned with a 

Tenant Certificate which is then used to both encrypt all tenant data (AES 256 encryption) as 

well as to issue certificates to enable mutual https authentication for all connected mobile 

devices, endpoints and cloud connectors. This Tenant Certificate is signed and protected by the 

Pod Master Certificate (VeriSign 2048 bit key) which is used for system-wide TLS/SSL mutual 

authentication and encryption. These Tenant Certificates are stored within the encrypted 

storage of the Pod and the Pod Master Certificate is stored in the Pod configuration database, 
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away from the Microsoft Azure or the AWS databases but where the Pod can access this master 

certificate in order to programmatically access tenant data as required to provide service.  

Idaptive Cloud Operations 
 

Idaptive runs its cloud operations under the governance of the policies, processes and rules 

defined by ISO-27002:2005, SSAE16 SOC 2, HIPAA, PCI-DSS v2.0 and in conformance with 

regional data protection laws. The Idaptive Cloud management infrastructure is completely 

separate from Idaptive own IT systems and strict controls are in place to ensure role-based, 

least privilege access is only granted to the IT staff that maintain these systems. All access to 

systems is tightly controlled, monitored and audited. All Idaptive employees and contractors — 

even those not involved with cloud operations — must commit to annual Security Awareness 

training and conduct duties within defined security and privacy policies. 

In order to minimize the potential for human access to tenant data, Idaptive Cloud Ops staff 

cannot access data through data base tools alone since the certificates and corresponding keys 

that would enable decryption are stored within an independent secret management system 

located on an independent and secured infrastructure separate from the Microsoft Azure or the 

AWS hosting platform. Access to this secret management system is secured and access is only 

granted under strictly controlled and audited conditions that are certified under SOC2. Further, 

only the cloud automation tools know how to access the data at rest within the system, 

deciphering which tenant owns specific records and then selecting the appropriate tenant key 

in order to decrypt and access the data within the multi-tenant table storage system. Database 

maintenance tools are also designed to enable management by Cloud Ops staff without 

granting direct access to any customer data. This results in an operational environment that 

prevents direct access to any tenant data within the table storage system nearly impossible due 

to the multi-tenant Pod storage, encryption and key management model. This results in an 
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operational environment that prevents direct access to any tenant data within the table storage 

system based on this multi-tenant Pod storage, encryption and key management model. 

 
Operational Security and Testing 
 
Each month, the Idaptive Security Committee evaluates the need to update security, availability 

and confidentiality policies, and implements changes as necessary. As part of these reviews,  

Idaptive regularly conducts and tunes penetration testing tools. This involves routinely 

running static/dynamic analysis and network scanning tools as well as performing manual 

code scanning. Third-party security experts are hired to annually test systems and expose 

any potential vulnerabilities. This includes simulating various attacks. In addition, Idaptive is 

extensively audited by independent third parties for adherence to international security, 

privacy and availability standards. 

Availability and Reliability 
 
Because Idaptive’s customers are 24x7 global enterprises, the Idaptive Cloud Service is 

designed to meet the scalability and availability requirements of its largest customers.  

The Idaptive Cloud has three layers of redundancy to provide the highest levels of availability: 

• Redundant Storage – All customer data is encrypted and backed up in three redundant local 

systems, for immediate local data storage failover to hot backup. 

• Redundant Infrastructure – All customer data is additionally backed up to another data 

center within the same continent, for geographic data center failover, if needed. 

• Redundant Cloud Connectors – Idaptive employs multiple Cloud Connectors to a customer’s 

on-premises Active Directory or LDAP system in order to provide fault-tolerant connectivity. 
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Idaptive provides world-wide coverage with Microsoft Azure and AWS data centers in the 

United States (California and Virginia for US government customers), the Netherlands, 

Singapore, China, Brazil and Australia. These multiple data centers ensure optimal performance 

through reduced latency, the ability to have storage in local regions, as well as providing 

redundancy and fault tolerance. For example, there are three copies of each Pod database in 

each region as well as three additional replicas held at remote in-region data centers.  

 
Figure 5: Idaptive’s availability architecture 

 

Cloud Service Fault Tolerance 
 

The Idaptive Cloud Service achieves high availability through its unique Pod architecture with 

hot standby Pods. To protect against software or hardware failure, the Pod infrastructure 

consists of redundant servers with automatic failover. All traffic is load balanced between these 

servers. All customer data is stored outside the Pod in Microsoft Azure or AWS storage in three 

redundant storage systems within the same data center resulting in a hot backup always being 



 
 
 
 
 

 
 
 
 

23 

POLICY GUIDE 

available. Customer data is also replicated to another data center in the same continent, so 

there is always a geographically redundant data center backup available. In the event of a data 

center failure, a standby Pod takes over with secondary geo-replicated storage. Idaptive creates 

full and differential backups once a week that are stored in a different set of geo-replicated 

Microsoft Azure or AWS storage accounts.  

 

The Cloud Proxy connectivity to Active Directory and LDAP is also designed for fault tolerance 

and load balancing. There is automatic load balancing using a random round robin system 

across active registered proxies for authentication requests including IWA and all AD queries. 

There is also automatic failover among active registered proxies with no extra configuration 

required by the customer.  

Idaptive Certifications 
 
Idaptive is committed to maintaining the highest degree of security and privacy through 

organizational commitment, third party audits and external certifications. Idaptive is 

extensively audited by independent third parties for adherence to international security, 

privacy and availability standards. All Idaptive employees must conduct duties within these 

security and privacy policies. 

Idaptive is already compliant with, and is in the final stages of receiving certifications for a 

series of compliance standards listed below.  Idaptive has inherited the processes, technologies 

and organization structures from Centrify, from which it spun out in January 2019, and which 

already has received these certifications.  These processes, technologies and organizational 

structures are enabling Idaptive to accelerate the certification process as well.  
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 SSAE 18 SOC 2 Type II Compliance 
 

Idaptive in the final stages passing an independent audit 
against the rigorous SSAE 18 SOC 2 Type II standard and 
achieved compliance. Having a clean SSAE 18 audit 
report allows Idaptive to provide trusted outsourcing 
services for both private and public companies, even 
services that are ‘financially significant’ for a public 
company. SOC 2 Type II evaluates how Idaptive’s Cloud 
complies with Trust Service Principles — availability, 
confidentiality, and security (comprised of seven sub-
categories: organization and management, 
communication, risk management and design and 
implementation of controls, monitoring of controls, 
logical and physical access controls, system operation 
and change management) — both in design and 
effectiveness of controls.  

 Privacy Shield 
 

Idaptive also complies with the UE-U.S. Privacy Shield 
Framework and the Swiss-U.S. Privacy Shield Framework 
as set forth by the U.S. Department of Commerce 
regarding collection, use and retention of personal data 
from European Union member countries and 
Switzerland. You can learn more about the Privacy Shield 
program and view our certification by visiting the Privacy 
Shield website. 

 Cloud Security Alliance Cloud Controls Matrix 
 
Idaptive is being audited against the Cloud Controls 
Matrix (CCM) established by the Cloud Security Alliance 
(CSA). The audit will be completed as part of the SOC 2 
Type II assessment, the details of which will be included 
in that report. This combined approach is recommended 
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by the American Institute of Certified Public Accountants 
(AICPA) and CSA as a means of meeting the assurance 
and reporting needs for the majority of cloud services 
users. 
 
The CSA CCM is designed to provide fundamental 
security principles to guide cloud vendors and to assist 
prospective customers in assessing the overall security 
risk of a cloud provider.  By having completed an 
assessment against the CCM, Idaptive offers 
transparency into how its security controls are designed 
and managed with verification by an expert, independent 
audit firm.  

 Idaptive is currently listed as “FedRAMP In Process” and 
is working to achieve its first Agency Authorization for 
the Idaptive Next-Gen Access offerings. FedRAMP is a 
mandatory U.S. government-wide program that provides 
a standardized approach to security assessment, 
authorization, and continuous monitoring for cloud 
products and services. 
 

 
 

ISO 27001 
 
ISO 27001 (formally known as ISO/IEC 27001:2005) is a 
specification for an information security management 
system (ISMS). An ISMS is a framework of policies and 
procedures that includes all legal, physical and technical 
controls involved in an organisation's information risk 
management processes. 
 
Idaptive is in the early stages of obtaining certifications 
with ISO 27001 compliance standard.  
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Microsoft Azure Platform Certifications 

 

Idaptive’s Next-Gen Access Platform and services are hosted on the Microsoft Azure cloud 

platform which also carries its own certifications and compliance commitments such as ISO/IEC 

27001, Privacy Shield, CSA, FedRAMP, G-Cloud and FERPA.  

 

Microsoft Azure: ISO/IEC 27001:2005 Audit and Certification 

 

Microsoft is committed to annual certification against the ISO/IEC 27001:2005, a broad 

international information security standard. This certificate validates that Microsoft Azure  has 

implemented the internationally recognized information security controls defined in  this 

standard.  

 

Microsoft Azure: FedRAMP (Federal Risk and Authorization Management 

Program) 

Microsoft Azure has been granted a Provisional Authority to Operate (P-ATO) from the  

Federal Risk and Authorization Management Program (FedRAMP) Joint Authorization Board 

(JAB). FedRAMP is a mandatory U.S. government-wide program that provides a standardized 

approach to security assessment, authorization, and continuous monitoring for cloud  products 

and services.  

 

Microsoft Azure: United Kingdom G-Cloud Impact Level 2 Accreditation 

Microsoft Azure has been awarded Impact Level 2 (IL2) accreditation, further enhancing  
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Microsoft Azure and its partner offerings on the current G-Cloud procurement framework and 

CloudStore. The IL2 rating will benefit UK public sector organizations that require ‘protect’ level 

of security for data processing, storage and transmission. 

 

Amazon Web Services Certifications 

Idaptive’s Next-Gen Access Platform and services are also hosted on the Amazon Web Services 

cloud platform which also carries its own certifications and compliance commitments such as 

ISO/IEC 27001, SOC ii, PCI DSS, Privacy Shield, CSA, FedRAMP, G-Cloud and FERPA.  

 

For more details on AWS Certifications please visit: 

https://aws.amazon.com/blogs/security/frequently-asked-questions-about-compliance-in-the-

aws-cloud/ 

 

Conclusion 

In order to provide a world-class trusted cloud platform, Idaptive has invested heavily to ensure 

its people, processes and technologies exceed the expectations of its customers. Idaptive 

provides a trusted solution that not only securely protects customer data, but is also highly 

available and scalable. Finally, Idaptive backs all of this up with compliance with recognized 

certifications and programs.   

 

For more information on Idaptive’s commitment to the security, confidentiality, privacy, 

integrity and availability of its cloud offerings for customers, visit the Idaptive Trust web page or 

contact your local Idaptive representative. 


