
S O L U T I O N  B R I E F

Idaptive helps you secure access to Box and improve user adoption, satisfaction, and productivity. With 
Idaptive, you can enforce single sign-on and multi-factor authentication policies, automatically provision 
and deprovision users, and keep your data safe on mobile devices.

Idaptive + Box 

SINGLE SIGN-ON

Idaptive Single Sign-On (SSO) enables a secure and frictionless 
sign-in experience for both internal and external users. Simply 
log in to Box, the Idaptive portal, and hundreds of enterprise 
apps using a single set of credentials to access all of your 
content and data. 

ADAPTIVE MULTI-FACTOR AUTHENTICATION

Adaptive Multi-Factor Authentication (MFA) adds an extra 
layer of protection when users access Box. Leveraging device, 
network, and user behavior context, Idaptive intelligently 
assigns risk to each access request and allows you to create 
dynamic access policies that require secondary factor 
authentication when anomalous behavior is detected.

DIRECTORY INTEGRATION

Idaptive allows you to map users and groups in your Microsoft 
Active Directory (AD), LDAP-based directories, Google Cloud 
Directory, or Idaptive Cloud Directory to Box. This enables you 
to specify the authoritative identity source and allow users to 
sign in to Box with their existing enterprise credentials.

AUTOMATED USER PROVISIONING AND DEPROVISIONING

Idaptive can automatically provision your users in to Box  
based on their role and group within your corporate directory. 
With Idaptive, you can easily route Box access requests, create 
and update Box accounts and personal home folders based  
on changes in user the directory, and revoke access in real-time 
when necessary. 

REPORTING AND ANALYTICS

Idaptive enables you to use built-in reports or define your  
own custom queries to gain visibility in to Box access metrics. 
With Idaptive, you can quickly identify users with access to  
Box, determine how many times and when Box was accessed by 
a specific user, and track devices used to access your content 
and data.

SECURE ACCESS ON MOBILE 

With Idaptive, you can automatically deploy the Box application 
to your users and enable zero sign-on access to your content 
and data while ensuring that devices are secured and meet your 
corporate security policies. 

Featured Benefits

Reduce Risk 

Enforce stronger access policies, reduce the 
potential of poor password practices, and 

immediately deactivate Box accounts when 
users leave your organization. 

Accelerate Adoption 

Automatically provision new users and 
enable one-click access to your content 

and data from mobile devices.

Improve User Experience 

Enable users to log in to Box using their 
existing credentials without having to 
remember an app-specific username  

or password.
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Idaptive provides a SaaS-delivered platform to securely manage identity and access for employees, partners, and customers. The 
Idaptive platform seamlessly combines the fundamental pillars of identity and access management (IAM) – single sign-on (SSO), 
multi-factor authentication (MFA) and user behavior analytics (UBA). Idaptive enables organizations to improve employee productivity, 
enhance customer and partner experiences, and reduce the risk of weak or default passwords – the primary cause of security breaches.

Ready to learn more?

Please contact us at 
hello@idaptive.com

Integration Highlights


